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This document agrees the sharing of information between LBB Electoral Registration Officer 
(ERO) and LBB Revenues and Benefits.  
 
The parties will be processing personal data 

• By being provided with data sets of C/Tax Empty/unoccupied/single persons discount 
data, it will allow the ERO to mark properties that are empty on the Register of Electors 
and also properties that have a single person registered against it. Receiving new 
resident data will enable the ERO to contact the new person and encourage them to 
register.  Contact details, such as phone numbers and email addresses will be 
provided where held. 

 
1.1 Responsibilities of parties involved 

The parties are registered Data Controllers under the Data Protection Act.   
 
Party ICO number 
LBB Electoral Services Z832541X 
LBB Revenues and Benefits Z6665870 

 
All parties have confirmed they have data protection and data security policies and procedures 
in place to ensure compliance with UK data protection laws. 
 
It is the responsibility of each party to ensure that every employee processing personal data 
involved in this agreement knows how to obtain, use and share personal data in line with data 
protection law and the Data Protection Principles outlined in Appendix B.  
 
Parties to this agreement will ensure mandatory training is undertaken regularly by their 
officers to ensure they are clear and up to date on their responsibilities. Every individual must 
uphold the principles of this agreement and overarching confidentiality, and seek advice from 
the relevant Data Protection Officer when necessary.  
 
Each organisation is responsible for their actions undertaken through this agreement. 
 
1.2 Assessment and Review 

A review of this information sharing agreement will take place if there is a significant change in 
the processing, unless otherwise agreed by the organisations’ Data Protection Officers. The 
aim of the review will be to ensure the purposes are still relevant, the scope has not slipped, 
the benefits to the data subjects and organisations are being realised, and the procedures 
followed for information security are effective.  
 
Changes in legislation and developments in the areas of public sector data sharing will be 
considered as and when they arise. 
 
1.3 Termination of Agreement 

In the event of termination of this agreement each party may continue to hold information 
originating from other parties for which they are data controller.  
 
2.0 Purpose & Benefits 
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Individuals have rights under data protection legislation. These rights, also known as Subject 
Access Rights, are: 
 

 
 
All parties confirm that they obey the transparency requirements of UK_GDPR and will issue 
appropriate privacy notices which inform the data subject what information is being processed, 
who it will be shared with under this agreement, the purposes for which it will be shared, and 
how long the data will be retained. 
 
All parties confirm that they will make information available to data subjects regarding their 
data subject rights under the UK_GDPR and the DPA2018.  
 
3.2 Data Subject Requests 

Each organisation must have in place appropriate policies and processes in place to handle 
data subject requests made in line with data protection law, to ensure they are responded to 
within deadline and in an appropriate manner. 
  
If an individual successfully requests the erasure or limitation of use of their data (right to 
erasure, right to rectification, right to restrict processing, right to object), or withdraws their 
consent for processing (where consent is the lawful basis condition), the party that has been 
informed by the data subject will communicate this to the other parties. In each case each 
party is responsible for securely disposing of such information or limiting its processing. 
 
3.3 Complaints process 
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Each party must have clear, fair and objective complaint procedures.  Any concerns raised in 
relation to this agreement, must be passed to the Records and Information Management 
Services email data.protection@barnet.gov.uk  
 
4.0 Data 
The information to be shared under this agreement is C/Tax Empty/unoccupied/single  
persons discount and new/change of resident data, including contact details. It is described in 
more detail in Appendix A.  
 
It does not include special category personal data or criminal data. 
 
All parties confirm they have considered the possibility of using anonymised data and it was 
not viable. During the sharing process all parties will consider whether data can be 
pseudonymised. 
 
The sharing will happen weekly/monthly/ad hoc when required. 
 
Data will be sent as a CSV file. Address to be separated into columns – Address 1, Address 2, 
Address 3 and postcode. Names will be in separate columns – First name, surname. Each 
named entry for a property will be on a separate line. Codes for benefits, changes etc will be in 
separate columns. 
 
Contact details will be provided such as telephone number and email address. 
 
The data will/will not be transferred outside the UK by any of the parties.   
 
4.1 Data handling and security 

All parties must have in place appropriate technical and organisational security measures to 
ensure the confidentiality, integrity and availability of personal data and protect against 
accidental loss, destruction, damage, alteration or disclosure. These measures must be 
appropriate to the harm which might result from any unauthorised or unlawful processing, 
accidental loss, destruction or damage to the personal data and having regard to the nature of 
the personal data which is being processed. 
 
The London Borough of Barnet works towards ISO 27001, the International Standard for 
Information Security Management. There is an expectation that all parties will either be 
working toward or meeting a similar standard of security.  
 
4.2 Secure sharing of personal data 

Personal data must be shared securely. All parties agree that: 
 

• any transfers of personal data will be appropriately packaged and securely transferred, 
to mitigate any loss or unlawful disclosure of data. 
 

• all staff having access to the data will be security checked where appropriate, in line 
with best practice.   

 
• any individual no longer required to have access will promptly have such access 

revoked by the relevant employer. 
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• ID passes are required and worn in the facilities of each party, to ensure access to the 

premises is legitimate. Any person without ID can and will be challenged. 
 

• all data held electronically will be stored in a secure network area and appropriate 
back-up functionality. The area/system will be auditable so that it is possible to 
establish who has accessed the system.  

 
• all laptops, computers, and any other portable devices will be encrypted.  

 
• paper records will be kept to a minimum and kept secure, whether in the office, home 

or during transit. Appropriate security methods will be applied when storing or 
disposing of paper records. 

 
4.3 Sharing under this agreement 

The data described in this agreement will be shared on an LBB drive that both parties can 
access or on a Teams channel for larger ad hoc files. Access to these files will be restricted to 
senior staff who are DBS checked where appropriate in line with best practice. The table in 
Appendix A provides more detail about the sharing processes. 
  
Email is not generally a secure method of transferring personal data. Personal data should not 
be transferred via email except through approved, secure methods. 
 
 
4.4 Data Quality 

Data quality will be assured through follow up checks throughout the annual canvass period. 
  
4.5 Retention 

Electoral Services retention period of 3 months   
Revenues and Benefits retention period of 10 years 
 
4.6 Contractors  

All parties agree that they will undertake appropriate data protection due diligence checks with 
any contractors/data processors they employ, that a written agreement will be in place with 
each data processor, and that all data processors will be bound by this agreement. 
 
4.7 Data breach incidents 

All parties must have a clear policy and procedure for reporting and handling data protection 
breaches or data loss incidents. All parties agree to inform the other parties as appropriate if 
the incident has an impact on the processing of the other parties.   
 
5.0 Risks 
An assessment of the risks involved in sharing and handling information under this agreement 
has been undertaken and actions to mitigate risks to the confidentiality, integrity and 
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accessibility of the data are listed below. These risks have been incorporated in risk registers 
in line with each party’s risk processes. 
 
The table below provides a high-level assessment of the most significant risks associated with 
the sharing of information under this agreement, and any mitigations agreed by the parties. 
 
This agreement does not involve high-risk processing of C/Tax Empty/unoccupied/single 
persons discount and new resident data. There are no known issues and/or public concerns 
with this type of processing and sharing and is standard practice across Local Authorities.  
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Risk Table 
If any high risks are identified, the DPO must review them and the proposed options to mitigate. 
Describe source of risk and 
nature of potential impact on 
individuals. Include associated 
compliance and corporate risks as 
necessary. 

Likelihood 
of harm 

Severity of 
harm 

Overall 
risk 

Mitigation options to reduce 
or eliminate risk 

Effect on 
risk 

Residual 
risk 

Measure 
reviewed 
by DPO? 

Remote, 
possible or 
probable 

Minimal, 
significant 
or severe 

Low, 
medium 
or high 

Eliminated 
reduced 
accepted 

Low 
medium 
high 

Yes/No 

System malfunction/hacking 1 3 3 Data stored on a secured 
Barnet IT controlled network 
server and password 
protected. It can only be 
accessed by staff with 
authorised access to the 
Electoral software system. 

1 1 No 

Additional Personal Data is sent to 
LBB ERO in error 

1 3 3 Sense check of data provided 
to ensure monthly from LBB 
Revenues and Benefits extract 
only contains relevant data 
built into project plan. 

1 1 No 

Sending personal data to incorrect 
recipient 

1 3 3 Parties to work together in the 
event of a complaint related to 
the accuracy of data used in 
the Project. 

1 1 No 
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Computing devices containing 
personal data being lost or stolen 

1 3 3 Data not held on computing 
devices only LBB server in a 
folder with access on a needs 
to know basis and extract 
which is password protected 

1 1 No 

Personal Data not deleted at the 
end of use by Electoral Services 

1 3 3 Deletion built into project plan. 1 1 No 
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onOffice@Barnet.g
ov.uk  

Lucy Martin DPO LBB Data.protection@b
arnet.gov.uk 
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8.0 Appendix B: Data Protection & Caldicott Principles  
 

The Principles as described in Article 5 of the General Data Protection 
Regulation. 

 

The Caldicott Principles 

 

 
 Further information can be found in the Caldicott Guardian Pages on the 

government website. 
 

  






