


  

taking in aggregate data from all Boroughs, producing pan-London 
analyses, and sharing these back to the ALDCS. 

As the LIIA has matured, the DSCs have begun to ask for analysis of 
issues which are important to improving outcomes in London, but 
which require boroughs to share personal data. Therefore, they have 
commissioned this project to establish a secure and ethical approach 
to conducting any pan-London analyses which rely on individual-level 
data. 

The process is being designed around three principles: 

• Respect for the rights of data subjects – data processing is 
proportionate to benefits, and in line with subjects’ 
expectations about how that data should be used. 

• Minimising work for Boroughs – by using wherever possible 
datasets which each borough already has and relying on the 
pan-London infrastructure already created for data 
collaborations including IGfL, the London DataStore, and the 
Information Sharing Gateway. 

• Focus on use cases which improve outcomes – enabling 
us to maximise improvement for the resources spent, and 
clearly link each act of processing to a specific legitimate 
purpose. 

The LIIA team are being supported in this by Social Finance, a not-
for-profit data specialist who have previously developed the 
information governance and technical infrastructure for multi-LA data 
collaborations using individual-level data from children’s services 
data. 

After a successful pilot with five boroughs (Enfield, Islington, Merton, 
Wandsworth, Richmond and Kingston), the LIIA team is now 
expanding the project with all 32 London Boroughs and the City of 
London Corporation. 

The project went live with the following timetable: 

September 2022 – All LAs signed the information governance 
documents 

November 2022-April 2023 – SSDA903 returns for 6 years 
(2016/2017 – 2021/2022) shared by all LAs for Children’s Services 
Insights and Pan-London Sufficiency work 

January – August 2023 – Proposal to develop LIIA/ALDCS secure 
data platform authorised and work commenced, implementation date 
August 2023 

Contractual Arrangements 



  

The LIIA team developed a common Data Processing Agreement 
(DPA) and contract to be used between each Data Controller, and the 
Data Processor. DPAs were also agreed between the Data Processor 
(London Councils) and all sub-processors involved in processing. 
These agreements developed in consultation with the Information 
Governance Group for London (IGfL). 

DPOs should note that this is a revision of this project which was itself 
a replication of a project which Social Finance ran in the South East, 
where four LAs approved the same processing as well as very similar 
data flows, DPAs, and contracts.  

The DPA was previously developed for a project which was recently 
selected as an ICO case study for good practice in sharing sensitive 
data. 

This DPIA is for the use case: Social Worker Workforce Census 
and corresponds to Schedule 4 of the DPA between LIIA and the 
Boroughs. 

Use case: Social Worker Workforce Census 

Overview of Intended Processing: Common to all use cases 

• Each Borough uploads data, including personal sensitive data, 
onto a private, borough-specific folder in the LIIA data 
platform. 

• Scripts provided by the LIIA team then processes this data on 
the LIIA data platform in three ways: 

1. Preparation of single Borough’s data for analysis, 
including: 

i. Checking whether agreed pseudonymisation 
and data minimisation has been done prior to 
sending, and implementing it if not (e.g. 
deletion of fields not required; degrading highly 
disclosive data such as postcodes and dates of 
birth); 

ii. Assessment of data quality (missing values, 
logically inconsistent values); 

iii. Transformation of data to conform to a common 
schema. 

2. Loading the prepared data for all Boroughs into a pan-
London database; 

3. Creating extracts from that database for analytical 
purposes specific to the use case. 

• The single-Borough output of step 1 are made available back 
to the Borough, free for them to use for their own internal 
analysis 



  

• The extracts created in step 3 are made available to an 
approved analyst (either at London Councils or a named sub-
processor approved by the DPOs) to produce the pan-London 
analyses specific to the use case 

• Where appropriate the LIIA d&i team will provide pan-London 
aggregate anonymous data for work commissioned or 
approved by ALDCS/LIIA or as agreed with partner 
organisations (where this data has already been collected 
through the LIIA CLD project) and so help reduce burdens on 
individual LA data & performance teams (relates to all use 
cases). 

 
Use case: Social Worker Workforce Census 

Context 

This use case for the LIIA Project involves aggregating and sharing 
Boroughs’ data from a single Children’s Services dataset that is 
produced as part of Boroughs’ statutory duties – the Social Worker 
Workforce Census. The data is collected and published in order for 
Boroughs to benchmark their workforce against geographical and 
statistical neighbours and to inform service decisions. The analysis 
proposed in this project aligns completely with this stated purpose. 
The analysis, to be conducted by LIIA analysts hosted at London 
Borough of Waltham Forest (LBWF), aims to improve the London 
labour market by enabling analysis of staff turnover and reliance on 
agency staff, and ensuring equal opportunity for BAME staff. 

Data will be aggregated and shared such that no individuals are 
identifiable. Information will be analysed at the Borough level, with 
Boroughs identified in the shared analysis. The analysis will be 
shared among DCSs in London Boroughs and with the academic 
researchers at London Metropolitan University and the North East 
London Social Work Teaching Partnership who initiated the analysis. 

Use Case Specific Data Processing 

• The pan-London extract is accessed by LIIA analysts at LBWF 
via a secure bearer token to Power BI hosted by LBWF 

• Individual-level data are held in cache in Power BI, accessible 
only by LIIA analysts at LBWF 

• Descriptive analysis of social worker tenure and movement 
between Boroughs is conducted across demographic 
dimensions such as ethnicity, gender and age in Power BI 
report 





  

identification of individual data subjects, determining whether 
individuals do or do not get a service, automating any decision 
making about an individual, use of machine learning. These purposes 
and means are not novel and are in line with the Boroughs’ existing 
privacy notices. 

However, two things at the start of the project might have been 
considered novel: 

1. Sending their data to a third party (LBWF) to be processed 
instead of doing it in-house (although we note that the same 
data is routinely provided to DfE for similar processing and 
purpose); 

2. Combining their data with that of other Boroughs to enable 
new questions to be answered (although we note that DfE is 
known to combine the same datasets and conduct similar 
processing for the same purpose). 

There is an argument that because the same data is already 
transferred to third parties (DfE and Ofsted) and combined with data 
from other LAs in order to conduct very similar processing for a very 
similar purpose, this is not novel processing. In addition, the project 
has already conducted this type of processing using the SSDA903 
data provided by LAs and which has started to be published for DCS 
& LA use. However, there is sufficient ambiguity about whether that 
removes novelty to warrant consideration of a DPIA and the material 
changes to the processing platform merit this revision and review. 

A full DPIA for this use case was completed by London Borough of 
Islington in 2022, available at the following link: https://liia.london/liia-
programme/targeted-work/child-level-data-project  

This DPIA and each use-case DPIA has been reviewed and updated 
in accordance with 2023 changes. 

Given the ‘once for London’ approach central to the LIIA project, and 
the standardisation of processes and data flows that is established, 
we believe it is legitimate for a full DPIA to be conducted by only one 
Borough or a small IGfL working group, on behalf of all others, and 
that summary DPIAs are sufficient for all others.  

 

 
  





















  

 
 

Data Minimisation 

In this, we are balancing the desire for data minimisation with the practical need not to have to ask the 
LAs for new data extracts each time we specify a question. This is a legitimate trade-off to consider - ICO 
guidance explaining the application of the Data Protection Act 2018 is clear that “You must not collect 
personal data on the off-chance that it might be useful in the future. However, you may be able to hold 
information for a foreseeable event that may never occur if you can justify it.” 
 
Our approach is to request a single annual data submission from each LA – making working with the 
project viable for them in terms of workload, but to then: 

1. Apply minimisation in our specification of the data request– removing all data which we do 
not believe we are likely to need for our purposes, and degrading data which is more specific than 
we need it to be. The precise data request we are making – including which datasets, fields, and 
periods, is attached as Appendix 2.  

Specifically: 

a. Removing a large number of individuals from our scope by restricting the analysis to 
individuals who are in scope during a six-year period – chosen because previous analysis 
has shown to be the shortest period we can use and still be able to conduct journey-based 
analysis and be confident in it. 

2. Protect anonymity – Degrading indirect identifiers which have a greater level of specificity than 
we believe we are likely to need – e.g. date of birth to month of birth and school year (a c. 30x 
reduction in specificity) and pseudonymising social workers’ identities by replacing registration 
numbers with a hash. 

3. Incorporate Minimisation into our ETL Process – essentially setting the code which prepares 
the data ready for use to check that minimisation has been applied by the sender, and then to 
apply it automatically if it has not – deleting and degrading data as appropriate before it is loaded 
into the database for analysis.  

4. Add an additional layer of minimisation between the prepared data, and the data being 
analysed – by performing all individual analyses on specially created extracts which only contain 
the data necessary for that query, rather than on the full dataset. If the operation scales, this 
allows us to restrict the number of people who ever have access to the full dataset to a small 
number of staff. 

5. Implement a Robust Data Registration and Destruction Process. A register of all project data 
assets will be maintained. The scope of necessary data will be reviewed every six months, and 
any data falling outside it will be securely destroyed. 

 

Controlling Function Creep 

A key risk here is that having authorised processing for one purpose, the unit then begins to stretch and 
eventually break the agreed scope.  







  

• Incident management will have clear procedures and communication will be timely 

 

Principle 5 – Governance framework 

• A governance framework will be established to clearly define feature extension signoff, 
administration oversight and eventual handoff of the system to a suitable long term owner 
as required. 

 

Principle 6 - Personnel security 

• AWS personnel are subject to robust vetting and security checks.  
• Access to systems from inside the London Data Platform will be limited to those identified 

in the data flows section above. 

 

Principle 7 –Secure development 

• Engineering will follow software development best practices, including merge protections 
and code review 

• Deployment will be automated and follow a test > release process across multiple 
environments before production 

• Code will be subjected to multiple levels of automated and manual testing 
 

Principle 8 - Supply chain security 

• Software dependencies will be tracked and vulnerabilities automatically reported 
• Dependencies in code run on the processing environment will be subject to a robust and 

well managed allow-list 
 

Principles 9 and 10 - Secure user management/ Identity and authentication 

• Uploads will be Private as default. 
• Single-sign-on via major identity service providers (Microsoft Active Directory, Google 

Cloud Identity) will provide best in class password complexity enforcement and multi-
factor-authentication requirements. 

• A full audit log for user access and data movement will be recorded 
 

Principle 11 - External interface protection 

• Exposed user interfaces will follow best practice for user facing application security – 
including cross-site scripting protection and cross-site request forgery protection 

• The minimum required API will be exposed to reduce the available attack surface to the 
smallest possible 

















  

Appendix 1: Data Flow 



  

Appendix 2: Data Extracts and their Scope 
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Appendix 3: Note on privacy notices 

Most Boroughs will already have privacy notices that provide sufficient information 
about the processes described here. However, for Boroughs that wish to provide 
specific information about the project in their Children’s Services privacy notice, we 
recommend the following wording to be added: 

London Innovation and Improvement Alliance 

The LIIA project is a pan-London initiative to address important issues for children in 
London that can only be answered by examining London’s data as a whole. By 
creating a secure platform where local authorities can share data with each other and 
other analysts, the project will improve the breadth and quality of data analysis 
available to local authorities in London. 

Data agreements are in place to ensure that: 

- data is pseudonymised to reduce the risk of individuals being identified e.g. 
“Tim Smith, DOB 17 h Jan 2000, postcode SW14 2JU” becomes “ID 
58095927, DOB Jan 2000, postcode SW14” 

- under no circumstances will the data be used for any automated decision 
making 

- all data is transferred, handled or stored in accordance with the Data 
Protection Act 

- access to the data is confined to the smallest possible number of people to 
produce the analysis 

- all data is destroyed after six years 
You have the right to object to your data being used this way. If you wish to exercise 
it then please contact <insert details>. 

  



  

 

Appendix 4: DPO’s guide to Data Protection Impact Assessment (supporting 
documentation used to complete this DPIA) 
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